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The COVID-19 pandemic has fundamentally changed the 
way we work. It also added unprecedented challenges to 
virtually every part of a corporation, from the well-being 
of individual employees up to the very survival of the 
overall organization. The challenges have also extended 
to corporate litigation support and electronic discovery, 
investigations, and compliance needs.

But the pandemic isn’t the only thing driving changes in 
corporate discovery. Several challenges have surfaced in 
recent years that have made ediscovery for corporations 
more difficult than ever. Each year, it seems like corporate 
legal teams have to do even more with less, and are 
often asked to do it with laborious manual processes or 
technology that is ill-suited, complex, and expensive.

There has never been a more  

critical time for corporations to 

manage discovery efficiently and 

cost-effectively.

 
 
With that in mind, here are Five Ediscovery Data 
Realities you need to know regarding discovery-related 
challenges facing corporations today and Five Ways 
Technology Addresses Data Challenges in 2021 and 
beyond. After all, the systems you put in place now will 
be the foundation of your process five years from now. 

INTRODUCTION

Corporate Ediscovery Data Realities for 2021
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FIVE EDISCOVERY REALITIES FACING 
CORPORATIONS TODAY

When the Electronic Discovery Reference Model (EDRM)1 
was created in 2005, it was designed to provide a 
framework for conducting ediscovery where, as you move 
through the process, the volume of data is reduced while 
the percentage of relevant data rises. However, architects 
of the EDRM model couldn’t possibly have anticipated 
how much the volume of data at the beginning of the 
process would rise over the years. 

There is approximately 470 times more data in the  
world than there was just back in 2005, which represents 
over six terabytes for every human on the planet.  
And it will nearly quadruple again by 2025 to 163 
zettabytes — approximately 163 billion terabytes — which 
will represent nearly 20 terabytes for every human on 
the planet!

Big Data is a term that describes the large volume and 
variety of data — both structured and unstructured — 
that streams into a business on a day-to-day basis. We 
all know that data is growing in the world at an amazing 
rate; in fact, it generally doubles approximately every 1.2 
years. But ediscovery budgets can’t grow at that rate and 
many of them aren’t growing at all, leaving corporations 
to do more with less — a lot more.

But we’re just getting started. There are more challenges 
associated with Big Data than just the amount of data.

1 Electronic Discovery Reference Model, edrm.net/edrm-model. Accessed Sept 2020. 
2 StatInvestor, Volume of data/information created worldwide from 2005 to 2025. Accessed Sept 2020. statinvestor.com/data/35219/data-created-worldwide

1 Big Data: Dealing with Exponential Data Growth

(Source: StatInvestor2)

Figure 1: Worldwide Data Volume in Zettabytes: 2005 to 2025
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In addition to the Big Data challenges that organizations 
face, recent legislation around the world and in the US 
to protect data privacy rights is also presenting new 
challenges. The concept of data retention and defensible 
deletion has changed considerably since the European 
Economic Area (EEA) implemented the General Data 
Protection Regulation (GDPR)3 in 2018 and California 
implemented the California Consumer Privacy Act (CCPA)4 
this year. While those are the two most often discussed 
examples of increased data privacy scrutiny, many other 
states and countries have strengthened data privacy laws 
as well.

This all comes against the backdrop of ever-increasing 
cybersecurity threats against that same data. In a 
recent Data Breach Investigations Report from Verizon,5 
they tracked over 53,000 security incidents and 2,216 
confirmed data breaches in a single year. Some 68 
percent of all breaches took months or longer to discover. 
Protecting data from unauthorized access and bad actors 
has become more important and more challenging than 
ever  — yet many legal teams don’t have enterprise-level 
technology or the infrastructure to keep up with increased 
demands on (and threats to) data protection.

Internal investigations are also becoming a much bigger 
challenge for corporations. With all the #metoo headlines 
over the past few years, it should come as no surprise that 
sexual harassment claims are impacting organizations in 
a big way. As reported in this recent litigation forecast 
from Crowell & Moring,6 #metoo and sexual harassment 
claims were expected to be a top litigation trend. It’s 
also important to note that today, organizations don’t 
just have to worry about individuals filing harassment 
claims, they must also comply with a growing amount of 
state legislation establishing compliance requirements 
for organizations. In fact, in a recent 30-month period, 
elected officials in several states passed over 260 laws7 

directly addressing topics supported by anti-sexual 
harassment initiatives.

Internal fraud and malfeasance is also an issue in many 

corporations. This increases the burden on companies 

to perform investigations on their own employees. And 

while there are a variety of ways that organizations can 

detect fraud, it is often initially discovered not due to 

advanced investigative techniques, but just plain “dumb 

luck”. According to a recent study by the Stanford School 

of Business,8 nearly half of all fraud is initially identified 

through a tip or by accident rather than investigative 

techniques.

2

3

Data Privacy Evolution

Rise of Corporate Investigations

3 Horizon 2020 Framework Programme of the European Union, General Data Protection Regulation (GDPR) Compliance Guidelines. Accessed Sept  
 2020. gdpr.eu/
4 State of California Department of Justice, California Consumer Privacy Act (CCPA). Accessed Sept 2020. oag.ca.gov/privacy/ccpa
5 Verizon, Data Breach Investigations Report, 11th Edition, Accessed Sept 2020. enterprise.verizon.com/resources/reports/DBIR_2018_Report.pdf
6 Crowell Moring, Litigation Forecast 2019: What Corporate Counsel Need to Know for the Coming Year. Accessed Sept 2020. www.crowell.com/ 
 files/Litigation-Forecast-2019-Crowell-Moring.pdf
7 Hall Render #MeToo on the Move: New Sexual Harassment Legislation May Impact Employers HR Insights for Health Care, posted on January 18,  
 2019. www.hallrender.com/2019/01/18/metoo-on-the-move-new-sexual-harassment-legislation-may-impact-employers/
8 Larcker, David F. and Tayan, Brian, Data Spotlight: Corporate Governance Failure, Fraud, & Scandal, Stanford Business Corporate Governance  
 Research Initiative. Accessed Sept 2020. www.gsb.stanford.edu/sites/default/files/publication-pdf/cgri-quick-guide-18-governance-data.pdf

https://gdpr.eu/
https://oag.ca.gov/privacy/ccpa
https://enterprise.verizon.com/resources/reports/DBIR_2018_Report.pdf
http://www.crowell.com/files/Litigation-Forecast-2019-Crowell-Moring.pdf
http://www.crowell.com/files/Litigation-Forecast-2019-Crowell-Moring.pdf
https://www.hallrender.com/2019/01/18/metoo-on-the-move-new-sexual-harassment-legislation-may-impact-employers/
http://www.gsb.stanford.edu/sites/default/files/publication-pdf/cgri-quick-guide-18-governance-data.pdf
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Another corporate challenge is that the pandemic and 
associated business disruptions have triggered an influx 
of new claims and lawsuits,9 including class-actions and 
cases that extend internationally. Litigation has risen 
across several industries, including insurance, consumer 
products, and securities. Data-privacy claims are also 
rising as companies have offered data-analysis services 
to track the spread of the COVID-19 virus.10 Corporations 
manage and track more matters than ever, complicating 
legal-hold management, preservation, and collection of 
electronically searchable information (ESI).

And they have to do it within budgets that aren’t keeping 
up. In the most recent eDiscovery Business Confidence 
Survey,11 published quarterly since 2016, 56 percent of 
respondents selected “Budgetary Constraints” as the 
biggest issue impacting ediscovery business performance 
over the next six months — 12 percentage points more 
than the other five factors combined. In uncertain times, 

budget belts are tightened, making it harder to manage 
new waves of litigation.

4 Growing Imbalance Between Litigation Activity and Budgets 

(Source: Stanford Graduate School of Business)

Figure 2: Mechanisms for Identifying Fraud within Organizations

9 Sungaila, Mary-Christine and Pulido, Marco A., Global Litigation After the Coronavirus Pandemic | The Recorder, Law.com. Posted March 30,  
 2020. www.law.com/therecorder/2020/03/30/global-litigation-after-the-coronavirus-pandemic/
10 Sungaila, Mary-Christine and Pulido, Marco A.,  Global Litigation After the Coronavirus Pandemic. 
11 Robinson, Rob, Shifting Gears? eDiscovery Business Confidence Survey Results - Summer 2020, ComplexDiscovery. Posted July 13, 2020.  
 complexdiscovery.com/shifting-gears-ediscovery-business-confidence-survey-results-summer-2020/

(Source: ComplexD Summer 2020 eDiscovery 
 Business Confidence Survey)
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Figure 3: Issues Impacting eDiscovery Business

https://www.law.com/therecorder/2020/03/30/global-litigation-after-the-coronavirus-pandemic/
https://www.law.com/therecorder/2020/03/30/global-litigation-after-the-coronavirus-pandemic/
https://complexdiscovery.com/shifting-gears-ediscovery-business-confidence-survey-results-summer-2020/
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Not only has the pandemic led to a boom in litigation 
and tighter corporate budgets, but challenges associated 
with technology are increased as well. According to a 
recent survey from DealAid,12 over 79 percent of full-time 
employees have shifted to working remotely as a result 
of COVID-19. This has created additional technology and 
cybersecurity challenges. With so many remote endpoints 
of data, each with different levels of local network 
security, managing data security within organizations 
has become considerably more difficult. According to 
Bitdefender’s Mid-Year Threat Landscape Report 2020,13 
the total number of global ransomware reports in the 
first six months of the year jumped by over 715 percent 
year-over-year — a seven-fold increase! 

 

This has also complicated coordinating legal holds and 
managing preservation and collection activities. With 
more “on their plate” from a litigation, data privacy and 
investigation standpoint, many corporations are forced 
to turn ediscovery management over to outside counsel 
firms and litigation support providers, driving up costs 
and increasing timelines. While technology can help, 
corporate legal department personnel have little time to 
learn and understand complex ediscovery software.

5 Even Technology Has 
Increased Challenges

6© 2020 Zapproved LLC. All rights reserved.

12 McCabe, Malia, COVID-19 and Remote Work — Happiness, Productivity  
 & Money, DealAid.org, posted Sept 17, 2020. dealaid.org/research/ 
 covid19-remote-work-study/
13 BitDefender, Mid-Year Threat Landscape Report 2020. Accessed  
 Sept 2020. bitdefender.com/files/News/CaseStudies/ 
 study/366/Bitdefender-Mid-Year-Threat-Landscape-Report-2020.pdf

(Source: DealAid)
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Data within corporations today has grown substantially. 
Much of that data is stored in larger container files for 
everything from email collections to forensic images 
that take time to process. To address today’s Big Data 
challenges, corporations require a processing engine 
that is built for today’s data volumes. Look for software 
with a cloud-based parallel processing engine that has 
a unique combination of load balancing, fault tolerance, 
and intelligent processing technologies — basically,  
the underpinning technology features that make it fast 
and stable.

FIVE WAYS EDISCOVERY SOFTWARE 
ADDRESSES TODAY’S CHALLENGES

1 High-Speed Processing Engine

While there are a lot of challenges for corporations managing ediscovery today, there is good 

news: the right technology can help corporations address many of the challenges discussed 

above. As outside counsel costs balloon, technology can offer a way to genuinely bring more 

ediscovery in-house with the team you have in place today.

Here are five features and capabilities you should expect when considering technology to 

support your ediscovery needs:

1. High-Speed Data Processing Engine

2. Support for Hundreds of File Types

3. Multiple Legal Hold and Multi-Matter Management

4. Enterprise-Class Data Security

5. Easy to Use Technology That Truly Drives Cost Savings

What is parallel processing? It’s taking advantage 
of multi-threaded processing capabilities to run 
multiple processing “threads” at once. When one 
thread is working on a large container file, others can 
continue progressing on other files in the collection. 
It’s important to ensure that your ediscovery solution 
can support high-speed multi-threaded parallel 
processing to maximize throughput and keep up 
with your growing volume of corporate data. And 
unlike the limits of on-premise solutions, cloud-
based processing instantly adapts to accommodate 
large or additional uploads.
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There are more types of data to address than ever, so 
your ediscovery software should be able to process 
hundreds of file types to support expanding discovery 
requirements. The processing engine should support 
everything from the usual email files and productivity 
suite documents, to data from collaboration applications 
like Teams and Slack. 

With more matters and investigations to manage than 
ever, ediscovery software must facilitate management of 
multiple matters and legal holds for those matters:

Seamlessly Manage Multiple Legal Holds
With more litigation arising because of the pandemic, 
corporations are managing more matters than ever, 
complicating the legal hold process. Using spreadsheets 
to manage and track legal holds is cumbersome, time-
consuming, and error-prone. Corporations today must 
seamlessly manage multiple legal holds, automatically 
track what data sources are under hold, and provide 
consolidated reminders and escalations of the holds. 
They also must identify when data sources are released 
from all holds so that obsolete data can be defensibly 
deleted, enabling corporations to keep data volumes 
effectively managed.

Manage “Silent” Holds
While it’s a normal practice to notify custodians when 
a litigation hold is in place, that practice changes when 
custodians are under internal investigation. Corporations 
need a legal hold solution that supports issuing a “silent” 
hold where custodians being investigated aren’t notified 
that their data is under hold, enabling corporations to 
preserve potentially important data without tipping off 
the subjects of those investigations.

Automated Preservation and Collection
The ediscovery solution also needs to support the ability 
for corporate IT to automatically preserve-in-place cloud-
based sources of data, like Office 365, OneDrive and 
Google Drive. It has to connect with corporate HR systems 
to keep a current list of potential custodians and provide 
alerts when employees leave the company so that data 
for departed employees can be managed effectively. And, 
it needs to support automated collections for popular 
data sources such as Office 365, Exchange Online and 
Exchange On Premise. Automated preservation and 
collection enables corporations to be less reliant on 
outside litigation support providers to reduce expenses 
and stay within budgets.

Ediscovery isn’t just about emails and 

Microsoft Office documents anymore; 

it’s about preserving, collecting and 

processing many newer types of files 

that reflect today’s usage of technology 

within corporations.

2

3

Support for Hundreds of File Types

Multiple Legal Hold and Multi-Matter Management
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4

5

Enterprise-Class Data Security

Easy to Use Technology That Truly Drives Cost Savings

 
With the significant increase in remote work, the use of 
secure cloud-based solutions is more critical than ever 
to ensure a consistent level of security for all corporate 
users of your ediscovery solution.

Application Security
Capabilities like Single Sign-On (SSO) authentication 
management, permissions-based user roles to control 
access to data and two-factor authentication minimize 
the potential risk of exposure of sensitive corporate or 
individual data. 

Infrastructure Security
Ediscovery software should also provide enterprise-
class 256-bit encryption both in transit and at rest, 
with continuous monitoring of the platform to address 
threats in real time. And, it should be able to demonstrate 
independent third-party validation of its data security 
protection protocols through certifications, like Service 
Organization Control (SOC) 2 Type II certification, which 
reflects audited controls in place where the effectiveness 
of those controls have been audited over a period of time. 
An enterprise-class, certified, cloud-based ediscovery 
solution is your best defense to increased exposure of 
your remote workforce.

Corporations today need an ediscovery solution that’s 
easy to learn and use, facilitates collaboration, supports 
flexible workflows and provides meaningful ways to 
bring more in-house with the team you have in order 
to improve efficiencies, but also to reduce outsized  
legal spend.

Technology that’s Easy to Learn and Use
Your corporate ediscovery solution should provide 
ease-of-use features that enable your entire team to 
manage discovery without lengthy training or required 
certifications. Look for automation of the repetitive tasks 
required to send, manage, and track litigation holds to get 
valuable time back and defensibly manage increasingly 

complex caseloads. Likewise, a “dashboard view” of stats 
that breaks down a document collection by document 
category (e.g., review population vs. duplicates, NIST files 
and exceptions), document type (e.g., email, spreadsheet, 
etc.) and custodian, enables you to monitor matters at  
a glance. 

Collaboration with Outside Counsel
Another benefit of cloud-based software is that it facilitates 
collaboration with outside counsel and other providers 
assisting you with the ediscovery process. Regardless 
where your team and your supporting providers are 
located, managing your ediscovery workload in a secure, 
cloud-based platform makes it easier for you to keep 
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abreast of the status of your matters and investigations, 
reducing time and cost coordinating with outside counsel 
to stay informed.

Support for Flexible Workflows
You’ll hear companies talk about ediscovery solutions 
that are “end to end”, but what does that really mean? 
Discovery workflows today vary by a variety of factors, 
including type of organization, type of litigation, what’s 
being supported (litigation, investigations or compliance), 
and even personal preference of the legal team. It’s 
difficult to promote “end to end” when the “ends” could be 
anywhere within different workflows. You need software 

that’s flexible, which provides custom reporting to easily 
support a corporate legal team’s unique workflows.

Cost Predictability
With budgets strained more than ever, corporations have 
to be able to predict discovery spend more accurately. 
Look for an ediscovery solution that offers subscription-
based pricing suited to the legal holds and data volumes 
associated with the organization’s matters. And, they 
need a solution that doesn’t include additional individual 
user fees to enable the corporation to expand its team 
(internally or through outside providers) when necessary 
to support changing matter requirements.  

The sheer volume and variety of data generated by a 
corporation is only the tip of the iceberg of challenges 
faced by corporate legal teams. Data privacy, new 
regulations, increases in internal investigations,  
budget constraints, distributed workforces, and, yes, 
even technology, further complicate the in-house  
team’s landscape.

That’s simply the reality. But there’s a solution: technology 
gives corporate legal teams the power to address these 
challenges today, and lay the groundwork for the 
challenges of tomorrow. By understanding how these 

challenges impact your discovery process, you can seek 
out the solutions that provide maximum value to your 
team, your organization, and the bottom line. 

Cloud-based ediscovery software provides the tools and 
processes needed to manage litigation response, internal 
investigations, early case assessment, and more in order 
to operate more efficiently, cost-effectively, and with less 
risk. Data’s transformation of the workplace won’t stop 
anytime soon but there are steps you can take today to 
equip your team with solutions designed for the unique 
challenges of corporate ediscovery.  

CONCLUSION



Designed specifically for 
corporate legal teams, 
ZDiscovery® is an intuitive  
and powerful ediscovery 
platform for managing 
litigation response from legal 
holds through processing  
and review. 

ZDiscovery is backed by 
ironclad security and 
unrivaled customer support, 
giving your in-house team 
confidence and control to 
operate defensibly and 
efficiently while reducing  
legal costs.

Preservations & Legal Holds 
Legal Hold Pro® provides a complete system to effortlessly 
initiate legal holds, manage custodian communications 
and compliance, and confidently oversee a defensible 
preservation process.

 • Quickly send, track, and report on legal holds

 • Defensibly preserve and collect data 

 • Streamline litigation response

Processing & Document Review
Digital Discovery Pro®, powered by Nuix, gives corporate 
legal teams the power to significantly reduce ediscovery 
costs and resolve matters faster. 

 • Process and cull data in-house

 • Gain rapid insights into matters

 • Easily review documents with intuitive filters and  
search tools

What Sets Us Apart

 • Software that puts customers first

 • SOC 2 Type 2 certification provides third-party 
validation of our data security protection

 • Gold-standard customer support, hands-on training, 
and educational resources

 • Annual events for ediscovery’s best and brightest

 • Community of 350+ corporate customers

NOTIFY

PRESERVE

PROCESSCOLLECT

REVIEW

PRODUCE
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About Zapproved 
Founded in 2008, Zapproved builds easy-to-use litigation response software designed to help corporate legal 
teams drive down costs, reduce risk, and build a better process. With our unwavering commitment to keeping 
our 350+ corporate customers ridiculously successful, we are proud to have earned a 99% retention rate.

About ZDiscovery


